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HOUSE BILL No. 5774

HOUSE BILL No. 5774

March 6, 2002, Introduced by Rep. Bradstreet and referred to the Committee on Energy and
Technology.

A bill to regulate internet service providers; to provide
certain protections fromdisclosure of personally identifying
information by internet service providers; and to provide rene-

di es and prescribe penalties.
THE PECPLE OF THE STATE OF M CHI GAN ENACT:

Sec. 1. This act shall be known and may be cited as the
"internet privacy protection act".

Sec. 2. As used in this act:

(a) "Affiliate" means any conpany that controls an internet
service provider, is controlled by an internet service provider,
or is controlled by another conpany that also controls an inter-
net service provider comnpany.

(b) "Affirmati ve consent” neans a statenment by a subscri ber
aut hori zing an internet service provider to gather personally

identifying information about the subscriber and distribute it to
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an affiliate of the internet service provider or to a third party
or parties for marketing or other purposes.

(c) "Direct internet access services" includes providing
di al -up nodem connections via tel ephone, |SDN, DSL, or coaxi al
cable, or any other neans of providing direct TCP/IP services
that include, at a m ninmum access to a domain name server and an
el ectronic mail server.

(d) "Internet service provider" means any business or organ-
ization qualified to do business in this state that provides
direct internet access services to residents of this state.

(e) "Personally identifying information"” includes a
subscriber's electronic mail address, social security nunber,
date of birth, income, occupation, credit card or debit card
i nformation, current and prior addresses, tel ephone nunber, or
not her's mai den nanme. The term i ncludes any information gathered
by nmeans of tracking a subscriber's internet usage, |IP connection
hi story, preferences, equipnment, software, or user profile, but
does not include aggregate data that cannot be used to identify a
subscri ber or information disclosed by the internet service pro-
vider to an affiliate or to a third party in connection with the
processing, billing, collection, or maintenance of a subscriber's
account .

(f) "Subscriber” neans an individual to whom an internet
service provider provides direct internet access services.

Sec. 3. (1) An internet service provider that provides
direct internet access services to residents of this state shal

not disclose any personally identifying information about a
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subscriber in this state to an affiliate or to a third party or
parties for marketing or other purposes w thout the know edge and
affirmati ve consent of the subscri ber.

(2) A subscriber's affirmative consent shall be in witing
and obtained by the internet service provider on a formthat is
separate and distinct fromthe internet service provider's gener-
ally applicable service agreenent or contract. A subscriber's
affirmati ve consent may be provided to the internet service pro-
vider by electronic mail or other electronic nmeans. The affirma-
tive consent shall identify each affiliate and third party to
whom the internet service provider will disclose the subscriber's
personally identifying information and each affiliate and third
party who will have access to that infornmation.

(3) An internet service provider shall obtain a separate
affirmati ve consent froma subscriber prior to each disclosure of
personally identifying informati on about the subscriber to an
affiliate or third party for marketing or other purposes.

(4) An internet service provider shall not disclose person-
ally identifying informati on about a subscriber to an affiliate
or third party who is not named on the affirmative consent of the
subscri ber.

(5) An internet service provider shall confirmits receipt
of a subscriber's affirmative consent prior to disclosing to an
affiliate or third party any personally identifying information
about the subscri ber.

Sec. 4. (1) Except as provided in subsection (2), an

internet service provider who violates section 3 is guilty of a
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m sdemeanor puni shabl e by inprisonment for not nore than 90 days
or a fine of not nore than $100. 00, or both.

(2) An internet service provider who violates section 3 is
guilty of a felony punishable by inprisonnment for not nore than 2
years or a fine of not nore than $5,000.00, or both, if the
internet service provider intended to cause the subscriber physi-
cal or financial harmby violating section 3.

Sec. 5. A subscriber injured as a result of a violation of
section 3 may file a civil action against the internet service
provi der who viol ated section 3 and recover damages for his or

her injuries.
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