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BRIEF SUMMARY: Asapackage, the bills would:

» Create the Identity Theft Protection Act to make it a felony to use persona
identifying information to obtain goods and services without consent.

* Repeal the current identity theft statute.

» Prohibit businesses from denying credit or public utility service to victims of
identity theft and establish penalties for violations.

» Clarify thejurisdiction where ID thefts could be prosecuted.

Analysis available at http://www.michiganlegisature.org

Page 1 of 15



» Extend the statute of limitations for ID thefts to six years after the crime was
committed or the identity of the thief was established.

» Create the Socia Security Number Privacy Act to prohibit certain uses of SSNs,
establish penalties for violations, and provide remedies.

» Establish theright of avictim of ID theft to obtain a police report.

» List ID theft as an unlawful practice of trade or commerce.

» Prohibit as an unlawful practice of trade or commerce issuing receipts containing
more than the last four digits of a credit card account.

* Prohibit requiring a consumer to provide a SSN as a condition for doing business.

» Prohibit and create penalties for photographing, recording, or electronicaly
transmitting personal identifying information taken, without consent, from credit,
debit, and ATM cards and other devices.

FISCAL IMPACT: In most cases, the bills do not appear to have a major fiscal impact. For the
impact of each bill, see the Fiscal Information section of the analysis|ater.

THE APPARENT PROBLEM:

Despite various criminal and consumer protection laws, the problem of identity theft
continues to increase. In 2003, the Federal Trade Commission (FTC) recorded almost
215,000 cases of identity theft nationwide, an increase over the 161,836 cases reported in
2002. ldentity theft is the practice of using another person’s personal information - such
as a socia security number (SSN), birthdate, mother's maiden name, bank account
number, or driver’s license number - to make fake IDs, open credit card accounts, open
cellular phone accounts, access a person’s existing credit card or bank accounts or open
new accounts, take out loans (that are not paid back), and conduct any number of
personal and business transactions without the knowledge or consent of the person whose
name and identity information were used. Often, the victim of identity theft is unaware
until he or she attempts to obtain a new credit card, secure a mortgage for a home or a
loan for a car, or rent a new apartment. The person then discovers that he or she now has
apoor credit rating for unpaid debts incurred in his or her name.

Reportedly, victims of identity theft spend about 600 hours trying to clear their names,
expenses involved in the process typically exceed $1,000, and it can take many months
and even years to undo the damage. When an identity thief is arrested or convicted for a
crime, the victim of the identity theft may find that he or she is denied employment for
jobs requiring criminal background clearance; some victims have even been arrested and
prosecuted for crimes committed by the persons who stole their identities. Businesses are
not exempt from identity theft either, and losses due to such theft are generally passed on
to consumers. The FTC estimated in areport published in September, 2003, that 1D theft
cost businesses and consumers $53 billion in 2002.

In recent years, the majority of states have enacted tougher penalties for stealing someone
else's identity. Michigan enacted specific penalties for ID-theft related crimes in 1999
(though in 2002, the state ranked sixth in the nation for identity thefts). Last December,
Congress updated the Fair Credit Reporting Act to provide some protections to identity-
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theft victims. In July of this year, the federal Identity Theft Penalty Enhancement Act,
which, among other things, adds two years to prison sentences for crimes involving the
use of stolen credit cards and other stolen personal data, was signed into law.

Y et, concerns remain. For instance, many victims find that police agencies are reluctant
to take ID theft complaints due to lack of clarity over jurisdiction. However, without a
police report, victims are unable to avail themselves of federa remedies or to prove to
creditors that they were not responsible for debts incurred in their names. Others have
concerns regarding the continued widespread use of social security numbers as persona
account numbers for health care services and college student numbers and would like to
see restrictions on how businesses and institutions can utilize these numbers. Also, credit
card numbers imprinted on receipts at retail establishments, gas stations, restaurants, and
hotels make easy targets for would-be thieves to gather sensitive information. In
addition, some criminals go as far as using cameras and other recording devices to record
and/or transmit pin numbers and account numbers at ATMs. In short, many feel that
state laws should go further to reduce the opportunities for ID theft by restricting use of
persona identifiers, deter would-be criminals through increased pendlties, clarify
jurisdictional issues, and enable victims of ID theft to obtain police reports and vital
records in atimely manner.

THE CONTENT OF THE BILLS:
The bills would take effect March 1, 2005.

House Bill 6168 and Senate Bill 792, which are identical, would create the Identity Theft
Protection Act. The bills would define “identity theft” as engaging in an act or conduct
prohibited in Section 4(1) of the bill. Section 4(1) would make it a crime to use or
attempt to use persona identifying information of another person without that person’s
consent — either with the intent to defraud or otherwise violate the law or by concealing,
withholding, or misrepresenting the identity of the individual using or attempting to use
the information to commit any unlawful act or to obtain credit, goods, services, money,
property, medical records or information, or employment. “Consent” would not include
authorizing use of personal identifying information if the person granting permission
knew that the information would be used to commit an unlawful act.

However, if a person violated Sec. 4(1) by concealing, withholding, or misrepresenting
his or her identity, the following would be a defense in a civil action or an affirmative
defense in a criminal proceeding: the person gave a bona fide gift for the person whose
personal information had been used (unless used with the intent to defraud or commit
another crime); the person had acted in the lawful pursuit or enforcement of a person’s
legal rights; the action taken had been authorized or required by state or federal law, rule,
regulation, or court order or rule; or the act had been committed by a person who had
contracted with a person described in the preceding provisions to use personal identifying
information as long as the person had certain privacy protections in place that made the
information confidential.
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In Section 5, the bill would also specifically prohibit a person from doing any of the
following:

e Obtain or possess (or attempt to do so) persona identifying information of
another person with the intent to use that information to commit identity theft or
another crime.

» Sdll or transfer (or attempt to do so) persona identifying information of another if
he or she knew or had reason to know that the specific intended recipient would
use, attempt to use, or further transfer the information to another person for the
purpose of committing identity theft or another crime.

» Fasfy a police report of identity theft, or knowingly create, possess, or use a
false police report of identity theft.

A violation of the bill’s prohibitions under Sections 4 and 5 would be afelony punishable
by imprisonment for not more than five years or a fine of not more than $25,000, or both.
(Under certain conditions, this penalty would not apply to a violation of a statute or rule
administered by a regulatory board, commission, or an officer with authority under state
or federal law as specified in the bill if the act were committed by a person subject to and
regulated by that statute or rule, or by another person who had contracted with another to
use the other person’s personal identifying information.) Penalties for violations of
Sections 4 and 5 would apply whether the victim or intended victim were dead or aive at
the time of the violation. A person could still be charged with, convicted of, or sentenced
for any other violation of law committed using information obtained in violation of the
bill.

It would be a defense in a civil action or an affirmative defense in a criminal proceeding
for a violation of Sections 4 and 5 if a person legally obtained or attempted to obtain
personal identifying information of another pursuant to the discovery processin acivil or
criminal action, an administrative proceeding, or an arbitration proceeding or if aperson
lawfully transferred, obtained, or attempted to obtain the personal identifying information
of another for the purpose of detecting, preventing, or deterring identity theft or another
crime or funding a criminal activity.

Regarding trade or commerce, a person would be prohibited from the following:

» Denying credit or public utility service to, or reducing the credit limit of, a
consumer solely because he or she had been the victim of identity theft. (A
consumer would be presumed to be a victim of identity theft if he or she provided
a copy of a police report evidencing the claim of being a victim of identity theft
and a completed copy of a standardized affidavit of identity theft developed and
made available by the Federal Trade Commission or an affidavit of fact that was
acceptable to the person for that purpose.)

» Soliciting to extend credit to a consumer without an existing line of credit, or who
had not applied for a line of credit within the preceding year, via the use of an
unsolicited check that included persona identifying information other than the
recipient’'s name; address, and a partial, encoded, or truncated personal
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identifying number. In addition to any other penalties or remedies alowed under
law, a credit card issuer, financial ingtitution, or other lender that violated this
provision — and not the consumer — would be liable for the amount of the check
and certain fees if used by an unauthorized user.

» Soliciting to extend credit to a consumer who did not have a credit card, or who
had not applied for one within the preceding year, by sending the consumer a
credit card. A credit card issuer, financial institution, or other lender that violated
this provision would be liable for charges, interest, or finance charges if the card
were used by an unauthorized person.

» Extending credit without exercising procedures to verify the identity of the
consumer.

A violation of the above would be a misdemeanor punishable by imprisonment for not
more than 30 days, a fine of not more than $1,000, or both. This penalty would not affect
the availability of any civil remedy for a violation of the bill, the Michigan Consumer
Protection Act, or any other state or federal law.

If necessary to enforce the bill or prevent identity theft, a law enforcement agency or
victim of identity theft could obtain copes of a vital record from a loca registrar.
However, the registrar could charge a victim of identity theft for the actual costs of
copying the requested records.

Furthermore, the bill would repeal Section 285 of the Michigan Penal Code. Section 285
currently makes it a five-year felony to obtain personal identity information of another
with the intent to unlawfully use that information.

House Bill 6169 and Senate Bill 797, which are identical, would amend the Code of
Criminal Procedure (MCL 777.14h and 777.160) to specify that the crimes of identity
theft and of obtaining, possessing, selling, or transferring persona identifying
information of another or falsifying a police report with intent to commit identity theft
would have a statutory maximum term of imprisonment of five years. Both crimeswould
be Class E felonies against the Public Order.

Furthermore, the bills would delete the current reference to aviolation of Section 750.285
of the Michigan Compiled Laws, which would be repealed by House Bill 6168 and
Senate Bill 792. The bills would also make a technical change; a violation of MCL
750.303 would refer to gaming instead of gambling.

House Bill 6170 and Senate Bill 793, which are identical, would add a new section to
Chapter 11 of the Code of Criminal Procedure (MCL 762.10c) to specify that a violation
of the Identity Theft Protection Act, or a violation committed in furtherance of or that
arose from that same transaction, could be prosecuted in one of the following
jurisdictions:

* Wherethe offense occurred.
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« Where the information that had been used to commit the violation was used

illegaly.
* Wherethevictim resided.

If a person were charged with more than one violation and the violations could be
prosecuted in more than one jurisdiction, than any of the above jurisdictions would be
considered a proper jurisdiction for al of the violations.

House Bill 6171 and Senate Bill 795, which are identical, would create the Social
Security Number Privacy Act to prohibit certain uses of socia security numbers (SSN),
establish penalties for violations, and provide remedies. The bills would apply to a
person, association, company, elementary or secondary public or nonpublic school,
vocational school, college or university, trade school, state or local governmental agency
or department, or other legal entity.

Under the bills, the specified entities could not knowingly do any of the following with
al or more than four sequential digits of the SSN of an employee, student, or other
individual:

* Publicly display the SSN. “Publicly display” would mean, except as otherwise
provided in the bill, to exhibit, hold up, post, or make visible or set out for open
view to members of the public or in a public manner.

» Usethe SSN as the primary account number for an individual. However, the bill
would provide several exceptions for specified administrative uses (i.e., to verify
an individua’s identity related to a transaction, product, or service; investigate a
claim, credit, criminal, or driving history; detect, prevent, or deter identify theft or
other crime; or lawfully pursue or enforce a person’'s legal rights) or if certain
conditions were met (i.e., the use began prior to the bill’s effective date; the use
was ongoing and continuous; and that account holders are notified in writing at
least annually that they can request the digits of their social security numbers no
longer be used as the primary account number).

* Visbly print the SSN on any ID badge or card, membership card, or permit or
license. A person or entity that has implemented or does implement a plan or
schedule establishing a specific date for compliance with this provision would not
be subject to this provision until January 1, 2006 or the completion date specified
in the plan or schedule, whichever was earlier.

* Require an individual to transmit the SSN over the Internet or a computer system
or network unless the connection was secure or the transmission encrypted.

* Require an individual to use or transmit the SSN to gain access to an Internet
website or computer system or network unless a password or other unique
personal ID number or authentication device was first required to gain access to
the website.

* Include the SSN in or on a document or information mailed or sent to an
individual if the digits were visible on or, without manipulation, from outside the
envelope or packaging.
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» Except as alowed in the bill, include the SSN in any document or information
mailed to an individual .

A violation would be a misdemeanor punishable by imprisonment for not more than 93
days, a fine of up to $1,000, or both. Further, a civil action could be brought to recover
actual damages or $1,000, whichever was greater, plus attorney fees.

The above prohibited acts would not apply to a use of all or more than four sequential
digits of a SSN that was authorized or required by state or federal statute, rule, or
regulation, by court order or rule, or pursuant to legal discovery or process or use by a
law enforcement agency, court, or prosecutor as part of a criminal investigation or
prosecution.

A specified entity that obtained one or more SSN in the ordinary course of business
would have to create a privacy policy that, at the least, ensured confidentiality of the
SSNs; prohibited unlawful disclosure; limited accessibility to information or documents
containing SSNs, described proper disposal of documents containing SSNs; and
established penalties for violations of the privacy policy. The privacy policy would have
to be published in an employee handbook, in a procedures manual, or in one or more
similar document.

In addition, all or more than four sequential digits of a SSN contained in a public record
would be exempt from disclosure under the Freedom of Information Act.

House Bill 6172 and Senate Bill 803, which are identical, would amend the Code of
Criminal Procedure (MCL 767.24) to establish a six-year statute of limitations for
identity theft. Specifically, an indictment could be found and filed within six years after
an offense of identity theft or attempted identity theft had been committed. If evidence
had been obtained but the individual committing the offense had not been identified, an
indictment could be found and filed at any time up to six years after the person was
identified.

“ldentified” would mean that the individual’s legal name was known. “ldentity theft”
would mean conduct prohibited in Sections 4 or 5 of the Identity Theft Protection Act
(created by House Bill 6168 and Senate Bill 792) or prohibited under former Section 285
of the Michigan Penal Code (which would be repealed by House Bill 6168 and Senate
Bill 792).

The bills would aso clarify that when an extension or tolling of the limitations period is
provided for an offense, the extension or tolling of limitations would only apply if the
limitations period had not expired at the time the extension or tolling took effect.

House Bill 6173 would amend the Crime Victim’'s Rights Act (MCL 780.754a et al.) to
establish the right of a victim of identity theft to obtain a police report from a law
enforcement agency in a jurisdiction where the alleged crime could be prosecuted as
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provided by provisions of the Code of Criminal Procedure that would be added by House
Bill 6170 or Senate Bill 793.

“ldentity theft” is defined in the Identity Theft Protection Act which would be created by
House Bill 6168 and Senate Bill 792.

House Bills 6174-6176 Senate Bills 220, 657, and 798 would all amend the Michigan
Consumer Protection Act. The act has along list of unfair, unconscionable, or deceptive
methods, acts, or practices in the conduct of trade or commerce that are unlawful. The
bills would all amend the same section of the act (MCL 445.903) as follows:

House Bill 6174 and Senate Bill 798, which are identical, would add a violation of
Section 7 of the Identity Theft Protection Act, which would be created by House Bill
6168 and Senate Bill 792, to the list of offenses constituting unlawful practices of trade or
commerce.

House Bill 6175 and Senate Bill 220, which are identical, would add to the list of
offenses constituting unlawful practices of trade or commerce the issuing or delivering of
areceipt when a credit card or debit card was used for payment in a consumer transaction
if the receipt displayed any part of the expiration date of the card or more than the last
four digits of the consumer’s account number. Thiswould not apply to receipts on which
the account number or expiration date is handwritten, mechanically imprinted, or
photocopied.

The above would apply to consumer transactions occurring on or after March 1, 2005.
However, if a credit or debit card receipt for a transaction is printed by an electronic
device, the bill would apply July 1, 2005 if the device had been in service on or before
March 1, 2005. If the electronic deviceis placed in service after March 1, 2005, the bill’s
provisions would apply July 1, 2005 or the date the device was placed in service,
whichever was | ater.

House Bill 6176 and Senate Bill 657, which are identical, would add to the list of
offenses constituting unlawful trade practices the act of requiring a consumer to disclose
his or her social security number as a condition to selling goods or providing a service to
the consumer unless the purchase, provision, payment, or transaction included an
application for or an extension of credit to the consumer or disclosure was required or
authorized by applicable state or federal statute, rule, or regulation.

House Bill 6177 would add a new section to the Michigan Pena Code to prohibit a
person from photographing, digitally capturing or recording, or electronically
transmitting personal identifying information gleaned from such things as credit or debit
cards or ATM cards without the consent of the individual. A violation would be a
misdemeanor punishable by imprisonment for up to one year, a fine of not more than
$1,000, or both.
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The bill would not prohibit the capture or transmission of personal identifying
information in the ordinary and lawful course of business.

“Financial transaction device” is defined in Section 157m of the code and includes an
electronic funds transfer card; credit card; debit card; point-of-sale card; and various
cards, plates, codes, account numbers, personal identification numbers, driver's license
numbers, etc. used to obtain money, credit, goods, services, or providing access to a
deposit account. “Personal identifying information” is defined in House Bill 6168 and
Senate Bill 792, which would create the Identity Theft Protection Act.

BACKGROUND INFORMATION:

Consumers can find information on protecting themselves from identity theft or help if
they are victims of identity theft at the following sites:

The Office of the Attorney General: www.michigan.gov

Federal Trade Commission: www.consumer.gov/idtheft/

Identity Theft Prevention and Survival Site: www.identitytheft.org
Identity Theft Resource Center: www.idtheftcenter.org

FBI Internet Fraud Complaint Center: www.jfccfbi.gov

Socia Security Administration: www.ssa.gov; 800-772-1213

U.S. Depatment of Justice Identity Theft and Fraud Information:
www.usdoj .gov/criminal/fraud/idtheft.html

U.S. Postal Inspection Service: www.usps.com/websites/depart/inspect/

U.S. Secret Service: www.secretservice.gov

Privacy Rights Clearinghouse: www.privacyrights.org; 619-298-3396
FISCAL INFORMATION:

House Bill 6168 and Senate Bill 792 would have an indeterminate impact on the state and
local units of government; fiscal impact likely would be minimal, assuming that there
was little change in the numbers of convictions or the types of sentences imposed for
identity theft offenses. In 2001, there were seven felony convictions under the current
identity theft law which carries the same maximum penalties (five year prison term) as
proposed by the bills under analogous provisions. Of those seven offenders, one offender
was sentenced to state prison, five to probation, and one to jail. Costs of prison and
felony probation fall to the state, while those of jail fal to the affected county. The
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Department of Corrections (MDOC) puts the annual cost of felony probation at $1,820
per offender. Costs of prison incarceration depend on security level and vary widely
between facilities; the MDOC reports the average annual cost per prisoner in FY 2003-04
to be $28,455. Jail costs vary from county to county. Increasing maximum fines from
$10,000 to $25,000 could increase revenues for local libraries, who are the
constitutionally-designated recipients of penal fines.

House Bill 6169 and Senate Bill 797 would amend sentencing guidelines consistent with
House Bill 6168 and Senate Bill 792 and therefore would have no direct fiscal impact.

House Bill 6170 and Senate Bill 793 would have no fiscal impact on the state, and an
indeterminate fiscal impact on local units of government, depending on where violations
were prosecuted.

House Bills 6171 and 6177 and Senate Bill 795 would have no fiscal impact on the state,
and an indeterminate fiscal impact on local units of government. Costs of misdemeanor
sanctions would fall to local units of government, and would vary according to the county
involved. Penal fine revenue is constitutionally dedicated to local libraries.

House Bill 6172 and Senate Bill 803 - by extending the statute of limitations on identity
theft violations - could enable more convictions to be obtained for those violations, with
accompanying costs for the state and local units of government, depending on the
numbers of convictions and the penaltiesimposed. If additiona penal fine revenues were
collected, those revenues would go to local libraries.

House Bill 6173 would have an indeterminate fiscal impact on local law enforcement
agencies, depending on the numbers and length of police reports requested.

House Bills 6174-6176 and Senate Bills 220, 657, and 798 would have an indeterminate
fiscal impact on state and local units of government. It is not known what costs for
enforcement would be, and the amount of revenue generated from penalty fines would
depend on the number of violations.

ARGUMENTS:

For:

Identity theft affects individuals and society at large. Costs incurred by individuals and
businesses total in the billions every year. Lives are shattered as credit and reputations
are damaged. Though there are steps that individuals can take to protect the personal
information used by ID thieves, more needs to be done at the state level to ensure that
appropriate protections and remedies are available in law. It is unlikely that all attempts
to steal another’s identity for criminal purposes can be thwarted, but the bill package as a
whol e addresses many existing weaknesses.

Response:

According to recent research by a Michigan State University professor, up to 70 percent
of identity theft can be traced back to an employee or business owner stealing personal
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identifying information from customers. Y et, some of the bills have been watered down
considerably since their introduction, to the point of seemingly protecting businesses
more than consumers. In particular, according to media reports, hedth-related and
financial industries appear to account for the majority of identity theft that originates with
employees. However, provisions that would have gregtly restricted even the internal use
of social security numbers have been relaxed in response to industry members' claims of
increased costs. If alowances must be made to reduce administrative burdens on
businesses caused by restrictions on the use of persona identifiers, then businesses
should & so be held more accountable in assuming the losses to customers caused by their
employees’ criminal use of that information.

For:

House Bill 6168 and Senate Bill 792 would increase the penalties for identity theft and
would expand their application. For example, the bills would now criminalize the selling
or transferring of personal identifying information (when knowing the information would
be used illegally) and falsely filing a report of identity theft, which apparently somedo in
order to avoid responsibility for debts they have incurred. “Personal identifying
information” would be defined to include such things as mother’s maiden name, driver’s
license numbers, and bank account numbers. The later is particularly important as some
thieves use such information to access and drain checking and savings accounts. A
person could be prosecuted for identity theft if they targeted a business as well as an
individual.

The bill would also add important protections in law for victims of identity theft. A
business or utility could not deny credit or service to a victim of identity theft solely
because he or she had been so victimized. The types of information that could be
included in certain types of unsolicited credit and credit card offers would be restricted;
this should reduce the ability to use stolen mail as a means to obtain enough personal
identifying information to open lines of credit in another’s name. In addition, a business
would have to execute procedures to verify the identity of a consumer before extending
credit; reportedly, some lenders do very little to ensure that the person getting the credit is
the person whose name is on the account. A business could be fined up to $1,000 for
each violation and a person representing the business could be imprisoned for up to 30

days.

The bills would also establish the right in law of an ID theft victim or law enforcement
agency to obtain copies of vital records (i.e., birth or death records) needed to enforce the
bills or investigate or prevent ID theft. Yet, legitimate uses of persona identifying
information would be also be protected.

For:
Some victims of identity theft report difficulties in filing a policy report because law
enforcement agencies are not always clear on which agency would have jurisdiction — the
agency located in the jurisdiction where the victim lives, or the jurisdiction where the
identity thief committed the crime. Since many 1D theft crimes occur over the Internet or
through other electronic means, the crimes may be committed many miles away or in
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another state. 1D thefts can and should be reported to federal agencies, but House Bill
6170 and Senate Bill 793 would aso clarify for state law enforcement agencies that
identity theft crimes could be prosecuted in any or all of three different places. where the
offense occurred, where the victim lives, or where the information was used illegally to
violate the Identity Theft Protection Act. This should enable victims to quickly and
easily file police reports. House Bill 6173 would establish an ID theft victim’s right to
obtain a copy of the police report; having copies of police reports to send to credit
bureaus and financial institutions are a necessary first step in the arduous process of
clearing a damaged name and credit.

For:

In general, the statute of limitations for most criminal offenses and civil actions are two
to three years from the time of the violation. In ID theft cases, however, it may be
months or years before a person realizes he or she is a victim of ID theft. And, unlike
many types of crimes, a victim of ID theft may have never come in physical contact with
the offender as the personal identifying information used to commit the fraud may have
been taken off the Internet, from dumpsters in an aley, or from files in a business far
from the victim and the commission of the fraud itself may well have been committed in
another city or state. Therefore, it can be a long and painstaking process for law
enforcement to trace an ID theft crime back to the perpetrators.

House Bill 6172 and Senate Bill 803 will aid prosecutors and victims by extending the
statute of limitations for ID theft crimes to six years from the date of the commission of
the crime or six years after the identity of the ID thief becomes known.

For:
Some criminals use digital, electronic, or photographic means to capture and/or transmit
personal identifying information such as PINs and account numbers when customers use
ATMs or debit and credit card numbers from swipe machines. House Bill 6177 would
specifically prohibit such conduct and subject a perpetrator to up to ayear in jail and/or a
$1,000 fine.

For:
Severa bills in the package would amend the provision of the Consumer Protection Act
pertaining to conduct that, by being unfair, unconscionable, or deceptive, is unlawful.
House Bill 6174 and Senate Bill 798 would specify that a violation of the Identity Theft
Protection Act would be an unlawful method or practice in the conduct of trade or
commerce and so would trigger penalties and remedies under the Consumer Protection
Act.

In addition, House Bill 6175 and Senate Bill 220 would prohibit businesses from
displaying the entire credit or debit card account number, or the card’ s expiration date, on
areceipt. This should decrease the chance that a consumer’s account number could be
stolen and used by an employee of the establishment or by a person who either found or
stole the receipt. (For instance, it is not unusual for gasoline customers who “pay at the
pump” to forget to take their receipts out of the pump before driving away.) Businesses
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would be given ample time to retool their devices so that no more than the last four digits
would appear on areceipt.

Furthermore, House Bill 6176 and Senate Bill 657 would prohibit a business from
requiring a consumer to provide his or her social security number as a condition to
buying a product or receiving a service unless the purchase, provision, payment, or
transaction was part of an application for or an extension of credit or was otherwise
required or authorized by state or federal law. Along with the provisions contained in the
Social Security Number Privacy Act, which would be created by House Bill 6171 and
Senate Bill 795, this prohibition should reduce the number of situations in which a
consumer must provide his or her SSN. Any reduction in the usage of SSNs to transact
business should begin to decrease the ability of would-be thieves to obtain and use SSNs
to commit identity theft.

For:

The Social Security Number Privacy Act, created by House Bill 6171 and Senate Bill
795, would protect consumers from identity theft by restricting the use of socia security
numbers. Under the bills, colleges could no longer use SSNs as student numbers or print
exam scores next to SSNs on a publicly displayed list; health insurers couldn’t use SSNs
as subscriber or member numbers except as alowed by the bills; SSNs could not be
displayed on ID badges or cards (i.e., health insurance cards), membership cards, permits,
or licenses; and businesses would be restricted in their use of SSNs in mailings. When
inclusion of an SSN in a mailing was allowed under the bills, the individual or business
would have to ensure that the SSN was not visible from the outside of the envelope.

Companies doing business over the Internet could not require al or more than four
sequential digits to be transmitted unless they provided a secure site or encrypted the
transmission. In addition, companies that currently require submission of an SSN for
entry onto a website would have to first require the use of a unique password to gain
initial entry to the site before requiring the use of a SSN to access a particular account.

Furthermore, the bill would clarify that SSNs, or more than four sequential digits of a
SSN, would not be alowed to be disclosed under the Freedom of Information Act. This
would clarify that even court documents, which sometimes contain SSNs, would have to
be redacted to protect the individuals involved from identity theft.

The 93-day maximum term of imprisonment imposed for a violation would trigger
certain fingerprint and recordkeeping requirements, including sending a copy of the prints
to the FBI for a search of the national fingerprint database. A victim would aso be given
the statutory right to bring a civil suit to recover actual damages or at least $1,000.

As a whole, the bills' provisions should decrease access to SSNs and deter would-be

thieves with the criminal penalties and civil remedies, thereby increasing protection to
consumers without overly burdening businesses.
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Against:

Many businesses have expressed concerns over House Bill 6171 and Senate Bill 795,
which would create an act to restrict use of social security numbers. Though many have
already changed their operating policy to limit or eliminate the use of SSNs in
correspondence and to limit employee access to an “as-needed” basis, internal accounting
and administrative systems rely on the use of SSNs to ensure the integrity of each
customer’s account. The bills do provide an exception for certain types of administrative
functions, but according to privacy lawyers, the exception may not be specific enough to
protect companies which must transmit information containing SSNs.

For example, insurance companies that administer 401k plans may receive a check from
an employer along with alist of SSNs and dollar amounts — the dollar amounts being a
particular employee’s 401k contribution. Industry members believe that it is not clear if
this practice would be allowed under the bills. However, to use any other type of
identifier could result in errors (such as a contribution being credited to the wrong
employee) as well as increased costs and workload (redoing computer and accounting
software to create a different personal identifier, but then also having to generate tax
records with the SSN). Similarly, other businesses wonder if they could legally transmit
SSNs that are part of delinquent accounts to collection agencies without incurring
penalties under the bills.

Further, the House committee-passed bills contain other provisions that could prove
administratively and financialy burdensome to both small and large companies such as
requiring those businesses meeting criteria to continue to use SSNs as primary account
numbers to notify account holders on an annual basis regarding the account holders right
to request that the SSN not be used for that purpose. For example, some businesses
would like the provision in the bills eliminated that would require businesses that obtain
SSNs in the ordinary course of business to develop written privacy policies (the
contention is that this provision is duplicative of other statutes that some businesses are
regulated under and also would be burdensome for small businesses to adhere to). Under
the bills, the policies would have to include limiting access to information and documents
that contain SSNs, describe how to properly dispose of documents containing SSNs, and
establish penalties for employees who violate the privacy policy.
Response:

The concerns mentioned above are important consumer safety elements that many
businesses do not currently follow. Rather than be eliminated, these provisions should be
expanded to require annual training in responsible handling of SSNs of all employees,
including temporary and contract workers along with regular audits of record systems
containing SSNs. After all, some businesses keep documents containing SSNs in
unlocked drawers in unlocked offices. Surely the savings to businesses realized from
decreasing incidents of identity theft would more than offset costs associated with
incorporating more security measures or establishing a new system to identify customers
without using SSNs.
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POSITIONS:
The Michigan Restaurant Association supports Senate Bill 220. (9-27-04)

The Michigan Financial Services Association generally supportsthe ID theft package, but
would like to see a concern addressed. (9-27-04)

A representative of the Michigan Electric Cooperative Association indicated support for
the bills. (9-15-04)

A representative of AARP indicated support for the bills. (9-15-04)

A representative of Elder Law and the Consumer Law Advocates indicated support for
the bills. (9-15-04)

A representative of the Court Officers — Deputy Sheriffs Association indicated support
for the bills. (9-15-04)

A representative of the Michigan Council of Private Investigators indicated support for
the bills. (9-15-04)

The Michigan Insurance Coalition does not oppose the committee-passed version of
Senate Bills 792, 795, and 220. (9-27-04)

Prudential Financia would oppose House Bill 6171 and Senate Bill 795 without
clarification of language regarding the legitimate use of SSNs in the processing of 401k
plan transactions. (9-21-04)

The Life Insurance Association of Michigan would oppose House Bill 6171 and Senate
Bill 795 without clarification of language regarding the legitimate use of SSNs in the
processing of 401k plan transactions. (9-21-04)

Legidative Analyst: Susan Stutzky
Fiscal Analysts: Marilyn Peterson
Robin Risko

m This analysis was prepared by nonpartisan House staff for use by House members in their deliberations, and does
not constitute an official statement of legidlative intent.
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