HOUSE BILL No. 4658
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HOUSE BILL No. 4658

April 21, 2005, Introduced by Reps. Sheltrown, Miller, Kehrl, Lemmons, Jr., Vagnozzi,
Tobocman, Cushingberry, Wojno, Leland, Mayes, Whitmer and Lemmons, 111 and
referred to the Committee on Judiciary.

A bill to anmend 2004 PA 452, entitled
“lIdentity theft protection act,"
by anmendi ng section 11 (MCL 445.71) and by addi ng section 12.

THE PECPLE OF THE STATE OF M CHI GAN ENACT:

Sec. 11. (1) A person shall not do any of the followng in the
conduct of trade or conmerce:

(a) Deny credit or public utility service to or reduce the
credit limt of a consunmer solely because the consumer was a victim
of identity theft, if the person had prior know edge that the
consuner was a victimof identity theft. A consuner is presuned to
be a victimof identity theft for the purposes of this subdivision
if he or she provides both of the following to the person:

(i) A copy of a police report evidencing the claimof the
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victimof identity theft.

(i) Either a properly conpleted copy of a standardized
affidavit of identity theft devel oped and nade avail abl e by the
federal trade conm ssion pursuant to 15 USC 1681g or an affidavit
of fact that is acceptable to the person for that purpose.

(b) Solicit to extend credit to a consunmer who does not have
an existing line of credit, or has not had or applied for a Iine of
credit within the preceding year, through the use of an unsolicited
check that includes personal identifying information other than the
reci pient's name, address, and a partial, encoded, or truncated
personal identifying nunber. In addition to any other penalty or
remedy under this act or the M chigan consumer protection act, 1976
PA 331, MCL 445.901 to 445.922, a credit card issuer, financial
institution, or other Iender that violates this subdivision, and
not the consuner, is liable for the amount of the instrunent if the
instrument is used by an unauthorized user and for any fees
assessed to the consuner if the instrunment is dishonored.

(c) Solicit to extend credit to a consumer who does not have a
current credit card, or has not had or applied for a credit card
within the preceding year, through the use of an unsolicited credit
card sent to the consuner. In addition to any other penalty or
remedy under this act or the M chigan consumer protection act, 1976
PA 331, MCL 445.901 to 445.922, a credit card issuer, financia
institution, or other |lender that violates this subdivision, and
not the consuner, is liable for any charges if the credit card is
used by an unauthorized user and for any interest or finance

charges assessed to the consuner

02795' 05 DAM



3

(d) Extend credit to a consunmer w thout exercising reasonable
procedures to verify the identity of that consumer. Conpliance with
regul ati ons i ssued for depository institutions, and to be issued
for other financial institutions, by the United States departnent
of treasury under section 326 of the USA patriot act of 2001, 31
USC 5318, is considered conpliance with this subdivision. This
subdi vi sion does not apply to a purchase of a credit obligation in
an acquisition, merger, purchase of assets, or assunption of

liabilities or any change to or review of an existing credit

account .
(E) FAIL TO PROVI DE NOTI CE I N VI OLATI ON OF SECTI ON 12.
(2) A person who knowi ngly or intentionally violates

subsection (1) is guilty of a m sdenmeanor puni shable by

i mprisonment for not nore than 30 days or a fine of not nore than

$1, 000.00, or both. This subsection does not affect the
avai lability of any civil renedy for a violation of this act,
M chi gan consumer protection act, 1976 PA 331, MCL 445.901 to

445,922, or any other state or federal |aw.

SEC. 12. (1) AN AGENCY OF TH S STATE THAT OMNS OR LI CENSES
COVPUTERI ZED DATA THAT | NCLUDE PERSONAL | DENTI FYI NG | NFORIVATI ON
SHALL PROVI DE NOTI CE OF ANY BREACH OF THE SECURI TY OF THE SYSTEM
FOLLOW NG DI SCOVERY OR NOTI FI CATI ON OF THE BREACH I N THE SECURI TY

OF THE DATA TO ANY RESI DENT OF THI S STATE WHOSE UNENCRYPTED

PERSONAL | DENTI FYI NG | NFORVATI ON | S ACQUI RED BY AN UNAUTHORI ZED
PERSON OR | F THE AGENCY REASONABLY BELI EVES THAT AN UNAUTHORI ZED
PERSON HAS ACQUI RED THAT | NFORMATI ON. THE AGENCY SHALL PROVI DE
NOTI CE WTHI N 5 DAYS AFTER THE AGENCY DI SCOVERS OR IS NOTI FI ED OF
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THE BREACH, UNLESS 1 OR BOTH OF THE FOLLOW NG APPLY:

(A) A LAW ENFORCEMENT AGENCY DETERM NES THAT PROVI DI NG NOTI CE
WLL I MPEDE A CRIM NAL | NVESTI GATI ON. HOWEVER, THE AGENCY SHALL
PROVI DE NOTI CE AFTER THE LAW ENFORCEMENT AGENCY DETERM NES THAT
DI SCLOSURE W LL NOT COMPROM SE THE | NVESTI GATI ON

(B) DELAY IS NECESSARY TO DETERM NE THE SCOPE OF THE BREACH
AND RESTORE THE REASONABLE | NTEGRI TY OF THE DATA SYSTEM

(2) AN AGENCY THAT MAI NTAI NS COVPUTERI ZED DATA THAT | NCLUDE
PERSONAL | DENTI FYI NG | NFORVATI ON THAT THE AGENCY DCES NOT' OAN SHALL
PROVI DE NOTI CE TO THE OMNER OR LI CENSEE OF THE | NFORMATI ON OF ANY
BREACH OF THE SECURI TY OF THE DATA | MVEDI ATELY FOLLOW NG DI SCOVERY
| F THE PERSONAL | DENTI FYI NG | NFORVATI ON | S ACQUI RED BY AN
UNAUTHORI ZED PERSON OR | F THE AGENCY REASONABLY BELI EVES THAT AN
UNAUTHORI ZED PERSON HAS ACQUI RED THAT | NFORMATI ON

(3) A PERSON DA NG BUSI NESS I N THI S STATE THAT OMNS OR
LI CENSES COVMPUTERI ZED DATA THAT | NCLUDE PERSONAL | DENTI FYI NG
I NFORVATI ON SHALL PROVI DE NOTI CE OF ANY BREACH OF THE SECURI TY OF
THE SYSTEM FOLLOW NG DI SCOVERY OR NOTI FI CATI ON OF THE BREACH I N THE
SECURI TY OF THE DATA TO ANY RESI DENT OF THI S STATE WHOSE
UNENCRYPTED PERSONAL | DENTI FYI NG | NFORVATI ON | S ACQUI RED BY AN
UNAUTHORI ZED PERSON OR | F THE PERSON REASONABLY BELI EVES THAT AN
UNAUTHORI ZED PERSON HAS ACQUI RED THAT | NFORVATI ON. THE PERSON SHALL
PROVI DE NOTI CE WTHI N 5 DAYS AFTER THE PERSON DI SCOVERS OR | S
NOTI FI ED OF THE BREACH, UNLESS 1 OR BOTH OF THE FOLLOW NG APPLY:

(A) A LAW ENFORCEMENT AGENCY DETERM NES THAT PROVI DI NG NOTI CE
WLL | MPEDE A CRI M NAL | NVESTI GATI ON. HONEVER, THE PERSON SHALL
PROVI DE NOTI CE AFTER THE LAW ENFORCEMENT AGENCY DETERM NES THAT
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DI SCLOSURE W LL NOT COVPROM SE THE | NVESTI GATI ON.

(B) DELAY |'S NECESSARY TO DETERM NE THE SCOPE OF THE BREACH
AND RESTORE THE REASONABLE | NTEGRI TY OF THE DATA SYSTEM

(4) A PERSON DO NG BUSI NESS | N THI'S STATE THAT MAI NTAI NS
COVPUTERI ZED DATA THAT | NCLUDE PERSONAL | DENTI FYI NG | NFORVATI ON
THAT THE PERSON DOES NOT OAN SHALL PROVI DE NOTI CE TO THE OWNER OR
LI CENSEE OF THE | NFORMATI ON OF ANY BREACH OF THE SECURI TY OF THE
DATA | MVEDI ATELY FOLLOW NG DI SCOVERY, |F THE PERSONAL | DENTI FYI NG
| NFORMATI ON | S ACQUI RED BY AN UNAUTHORI ZED PERSON OR | F THE PERSON
REASONABLY BELI EVES THAT AN UNAUTHORI ZED PERSON HAS ACQUI RED THAT
| NFORVATI ON.

(5) AN AGENCY OR PERSON DOl NG BUSI NESS | N THI S STATE MAY
PROVI DE NOTI CE UNDER THI' S SECTI ON BY ANY OF THE FOLLOW NG METHODS:

(A) WRI TTEN NOTI CE.

(B) ELECTRONI C NOTI CE, |F THE NOTI CE PROVI DED |'S CONSI STENT
W TH THE PROVI S| ONS REGARDI NG ELECTRONI C RECORDS AND S| GNATURES SET
FORTH I N SECTI ON 101 OF TITLE | OF THE ELECTRON C S| GNATURES | N
GLOBAL AND NATI ONAL COMMERCE ACT, 15 USC 7001.

(C) SUBSTI TUTE NOTICE, |F THE AGENCY OR PERSON DEMONSTRATES
THAT THE COST OF PROVI DI NG NOTI CE W LL EXCEED $250, 000. 00, THAT THE
AGENCY OR PERSON HAS TO PROVI DE NOTI CE TO MORE THAN 500, 000
| NDI VI DUALS, OWNERS, OR LI CENSEES DESCRI BED | N SUBSECTION (1), (2),
(3), OR (4), AS APPLI CABLE, OR THAT THE AGENCY OR PERSON DOES NOT
HAVE SUFFI CI ENT CONTACT | NFORVATI ON FOR THE | NDI VI DUALS, OANERS, OR
LI CENSEES | T |'S REQUI RED TO NOTI FY UNDER THAT SUBSECTI ON. AN AGENCY
OR PERSON PROVI DES SUBSTI TUTE NOTI CE UNDER TH' S SUBDI VI S| ON BY
DO NG ALL OF THE FOLLOW NG
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(i) PROVI DI NG NOTI CE BY ELECTRONI C MAIL TO THOSE | NDI VI DUALS,
OMERS, OR LI CENSEES FOR VWHOM THE AGENCY OR PERSON HAS ELECTRONI C
MAI L ADDRESSES.

(i) I'F THE AGENCY OR PERSON MAI NTAINS A WEBSI TE, CONSPI CUOUSLY
POSTI NG THE NOTI CE ON THAT WEBSI TE.

(iii) NOTI FYI NG MAJOR STATEW DE MEDI A.

(iv) I'F THE AGENCY OR PERSON MAI NTAINS I TS OAN NOTI FI CATI ON
PROCEDURES FOR SECURI TY BREACHES AS PART OF AN | NFORVATI ON SECURI TY
POLI CY FOR THE TREATMENT OF PERSONAL | DENTI FYI NG | NFORMATI ON THAT
ARE CONSI STENT W TH THE TI ME REQUI REMENTS OF THI S SECTI ON,

NOTI FYI NG THE | NDI VI DUALS, OMERS, OR LI CENSEES | N ACCORDANCE W TH
THOSE PROCEDURES.

(6) A PERSON | NJURED BY A VI OLATION OF THI'S SECTI ON MAY BRI NG
A CVIL ACTITON I N A COURT OF COVWETENT JURI SDI CTI ON TO RECOVER
ACTUAL DAMAGES AND REASONABLE ATTORNEY FEES OR SEEK | NJUNCTI VE OR
ANY OTHER RELI EF AVAI LABLE AT LAWOR I N EQUITY.

(7) AS USED IN TH S SECTI ON:

(A) "ACGENCY" MEANS A DEPARTMENT, BQOARD, COWM SSI ON, OFFI CE,
AGENCY, AUTHORITY, OR OTHER UNIT OF STATE GOVERNMENT. THE TERM
I NCLUDES A STATE | NSTI TUTI ON OF H GHER EDUCATI ON.

(B) "BREACH OF THE SECURI TY OF THE SYSTEM' OR "SECURI TY
BREACH' MEANS UNAUTHORI ZED ACQUI SI TI ON OF COVPUTERI ZED DATA THAT
COVPROM SES THE SECURI TY, CONFI DENTI ALITY, OR INTEGRI TY OF PERSONAL
| DENTI FYI NG | NFORVATI ON MAI NTAI NED BY AN AGENCY OR A PERSON DA NG
BUSI NESS I N THI S STATE. THE TERM DOES NOT | NCLUDE GOCD FAI TH
ACQUI SI TI ON OF PERSONAL | DENTI FYI NG | NFORVATI ON BY AN EMPLOYEE OR
AGENT OF THE AGENCY OR PERSON RELATED TO THE ACTI VI TIES OF THE

02795' 05 DAM



7

1 AGENCY OR PERSON | F THE PERSONAL | DENTI FYI NG | NFORVATI ON | S NOT
2 USED OR SUBJECT TO FURTHER UNAUTHORI ZED DI SCLOSURE.
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