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HOUSE BILL No. 6522

September 14, 2006, Introduced by Reps. Angerer, Sheltrown, Zelenko, Lemmons, Jr.,
Gonzales, Clemente, Miller, Bennett, Byrum, Polidori, Farrah, Anderson, Tobocman,
Kolb, Lipsey, Byrnes, Mayes, Gleason, Condino, Accavitti, Clack, Murphy,
Cushingberry, Vagnozzi, McDowell, Williams, Kathleen Law, Hopgood, Hood, Hunter,
Donigan, Adamini, Alma Smith, Sak, Brown, Virgil Smith, Bieda, Gillard, Dillon and
Lemmons, |11 and referred to the Committee on Judiciary.

A bill to require certain notices regardi ng unauthorized

access to personal identifying information; to establish procedures

for notice; and to provide renedies and civil sanctions.

Sec.

THE PEOPLE OF THE STATE OF M CH GAN ENACT:

1. This act shall be known and nay be cited as the

"information privacy protection act".

Sec.

(a)

2. The legislature finds all of the follow ng:

The privacy and financial security of individuals is

increasingly at risk due to the ever nore w despread coll ection of

per sonal

(b)

i nformati on by both the private and public sectors.

Credit card transactions, mmgazi ne subscriptions,

t el ephone nunbers, real estate records, notor vehicle
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regi strations, consumer surveys, warranty registrations, credit
reports, and websites are all sources of personal information and
formthe source material for identity thieves.

(c) ldentity theft is 1 of the fastest growi ng crines
conmmtted in the United States and this state.

(d) Crimnals who steal personal information such as socia
security nunbers use the information to open credit card accounts,
wite bad checks, buy cars, and commt other financial crimes wth
ot her people's identities.

(e) ldentity theft is costly to the marketplace and to
consuners.

(f) Residents of this state are entitled to notice of
unaut hori zed acqui sition of conputerized data that conprom ses the
security, confidentiality, or integrity of their private persona
i nformati on.

Sec. 3. As used in this act:

(a) "Data" includes any of the foll ow ng:

(1) Conputerized data

(i) Nonconputerized data that is maintained or stored on
paper, mcrofilm or other form of record-keeping or storage
medi um

(b) "Major credit reporting agency" neans a consumer reporting
agency that conpiles and maintains files on a nationw de basis as
defined in 15 USC 168la(p).

(c) "Person" neans an individual, partnership, limted
liability company, association, corporation, public or nonpublic

el enentary or secondary school, trade school, vocational school,
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comunity or junior college, college, university, state or |oca
governnent al agency or departnent, or other legal entity.

(d) "Personal identifying information" means that term as
defined in section 3 of the identity theft protection act, 2004 PA
452, MCL 445. 63.

(e) "Security breach”" nmeans an unaut horized acquisition of
data that conprom ses the security, confidentiality, or integrity
of the personal identifying information of 1 or nore individuals
mai nt ai ned by a person. The term i ncludes an unaut hori zed
acquisition of encrypted records or data containing personal
identifying information if the encryption key is also acquired. The
termal so includes the unauthorized photocopying or facsimle or
ot her paper-based transm ssion of documents containing persona
identifying informati on. The term does not include good-faith
acqui sition of personal identifying information by an enpl oyee or
agent of the person related to the legitimate activities of the
person if the personal identifying information is not used or
subj ect to further unauthorized disclosure.

Sec. 4. (1) A person that owns, uses, or nmintains data that
i ncl udes personal identifying information concerning a resident of
this state shall provide notice of a security breach to that
resident under this section after the person is notified of the
security breach, discovers the security breach, or discovers
evi dence from which a reasonabl e person woul d conclude that a
security breach has occurred.

(2) A notice provided under this section shall include both of

the foll ow ng:
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(a) To the extent possible, a description of the categories of
personal identifying information that was, or is reasonably
bel i eved to have been, acquired by an unauthorized person.

(b) Atoll-free tel ephone nunber or website that the recipient
of the notice may use to contact the person or an agent of the
person and fromwhich the recipient may learn all of the foll ow ng:

(i) The types of information the person maintained or stored
about the recipient or about individuals in general

(ii)) Whether or not the person maintained or stored information
about the recipient.

(iii) The toll-free contact tel ephone nunbers and addresses for
the major credit reporting agencies.

(3) If a person discovers circunstances that require the
person to provide notice under this section to nore than 500
individuals at 1 tine, the person shall also notify all of the
maj or credit reporting agencies within 48 hours.

(4) A person shall provide any notice required under this
section in the nost expedient tinme possible and w thout
unreasonabl e del ay, unless 1 or both of the follow ng apply:

(a) Delay is necessary to deternmine the scope of the security
breach and restore the reasonable integrity of the data system

(b) A law enforcenent agency determ nes that providing notice
will inpede a crimnal investigation. However, the person shal
provi de the notice after the | aw enforcenent agency determ nes that
di sclosure will not conprom se the investigation.

(5) A person shall provide notice required under this section

by any of the follow ng nethods:
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(a) Witten notice sent by first-class mail, address
correction request ed.

(b) Electronic notice, if the notice provided is consistent
with the provisions regarding electronic records and signatures set
forth in section 101 of title |I of the electronic signatures in
gl obal and national comrerce act, 15 USC 7001.

(c) Substitute notice, if the person denpnstrates that the
cost of providing notice under subdivision (a) or (b) will exceed
$250, 000. 00, that the person has to provide notice to nore than
500, 000 individuals, or that the person does not have sufficient
contact information for the individuals or licensees it is required
to notify under that subsection. A person provides substitute
noti ce under this subdivision by doing all of the foll ow ng:

(i) Providing notice by e-mail to those individuals for whom
t he agency or person has e-mail addresses.

(i) I'f the person maintains a website, conspicuously posting
the notice on that website

(1i) Notifying major statew de nedia. A notification under this
subpar agraph shall include the toll-free tel ephone nunber or
website described in subsection (2)(b).

(iv) If the person maintains, as part of an information
security policy for the treatnent of personal identifying
information, its own notification procedures for security breaches
that are consistent with the tinme requirenents of this section,
notifying the individuals in accordance with those procedures.

Sec. 5. (1) An individual injured by a violation of section 4

may bring a civil action against the person that violated section 4
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and recover his or her actual damages or $500. 00, whichever is
greater.

(2) The attorney general or a county prosecuting attorney may
bring an action against a person that violated section 4 and
recover a civil fine in 1 of the follow ng anounts, whichever is
| ess:

(a) An anmount equal to $500.00 for each violation of section 4
by the person

(b) An amount equal to $250, 000.00 for each day that a
viol ati on occurs.

(3) If the attorney general or an individual, class of
i ndi vidual s, or county prosecuting attorney prevails in an action
described in this section, the court shall award that prevailing
party actual costs and reasonable attorney fees in connection with
t he acti on.

(4) An individual described in subsection (1) or the attorney
general may bring a class action on behalf of individuals whose
personal identifying information was the subject of a security
br each.

Sec. 6. (1) A notifying person may bring an action agai nst any
person who unl awful |y obtains or benefits from personal identifying
i nformati on obtai ned from data naintained or stored by the
noti fyi ng person.

(2) The court may award a notifying person that prevails in an
action described in this section damages that include, but are not
limted to, the reasonable costs of providing notice, reasonable

attorney fees and actual costs in connection with the action, and
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punitive damages if the court finds them appropriate.

(3) As used in this section:

(a) "Costs of providing notice" includes, but is not limted
to, the costs of l|abor, materials, and postage and any other costs
reasonably related to providing a notice under this act.

(b) "Notifying person" neans a person that is required to
provi de notice under this act.

Sec. 7. (1) The rights, liabilities, and remedi es created by
this act are in addition to any others provided by |aw

(2) A waiver of any right to receive notice under this act is
contrary to public policy and is void and unenforceabl e.

Enacting section 1. This act takes effect January 1, 2007.
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