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A SUMMARY OF SENATE BILLS 149 AND 150 AS REPORTED BY THE HOUSE

JUDICIARY COMMITTEE 4-23-09

Together, the bills would:

o Add to the list of crimina conduct prohibited under the Identity Theft and
Protection Act.

o Increase the penalties for certain violations of the act.

o Prohibit certain conduct and make that conduct subject to civil suits.

o Allow the attorney general to investigate certain prohibited conduct and compel
persons under investigation to appear and produce related evidence.

o Place the increased maximum sentence in the sentencing guidelines.

Senate Bill 150 is tie-barred to Senate Bill 149, and both bills would take effect 90 days
after enactment.

Senate Bill 149
The bill would amend the Identity Theft Protection Act (MCL 445.63 et al) to do the
following:

Revise definition of "persona identifying information." The act defines "personal
identifying information” as a name, number, or other information that is used for the
purpose of identifying a specific person or providing access to a person's financial
accounts, including a person's name, address, telephone number, driver license or State
persona identification card number, Social Security number, place of employment,
employee ID number, employer or taxpayer ID number, government passport number,
health insurance ID number, mother's maiden name, demand deposit account number,
savings account number, financial transaction device account number, or the person's
account password, stock or other security certificate or account number, credit card
number, vital record, or medical records or information.

Under the bill, "personal identifying information” also would include any other account
password in combination with sufficient information to identify and gain access to a
person's financial account, and a person’s automated or electronic signature or biometrics.
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Criminal prohibitions. The act currently prohibits a person from doing any of the
following:

o Obtaining or possessing, or attempting to obtain or possess, persona identifying
information of another person with the intent to use it to commit identity theft or
another crime.

o Sdling or transferring, or attempting to sell or transfer, someone else's personal
identifying information if the person knows or has reason to know that the
specific intended recipient will use or attempt to use the information, or further
transfer it to another person for the purpose of committing identity theft or
another crime.

o Fasifying a police report of identity theft, or knowingly creating, possessing, or
using afalse police report of identity theft.

A violation is a felony punishable by up to five years imprisonment and/or a maximum
fine of $25,000.

The bill would also prohibit a person from doing any of the following with the intent to
use the personally identifying information to commit identity theft or crime:

e Making any electronic mail or other communication under false pretenses
purporting to be by or on behalf of a business, without its authority or approval,
and using that electronic mail or other communication to induce, request, or
solicit any individual to provide personal identifying information.

e Creating or operating a webpage that represented itself as belonging to or being
associated with a business, without the businesss authority or approval, and
inducing, requesting, or soliciting any user of the internet to provide personal
identifying information.

e Altering a setting on a user's computer or similar device or software program
through which the user could search the internet and causing the internet user to
view a communication that represented itself as belonging to or being associated
with a business, and that had been created or was operated without the authority
or approval of that business, and inducing, requesting, or soliciting any internet
user to provide personal identifying information.

A violation of the current and proposed prohibitions would be punishable by
imprisonment for not more than 10 years and/or a fine of not more than $500,000.

"False pretenses’ would include "a false, misleading, or fraudulent representation,
writing, communication, statement, or message, communicated by any means to another
person that the maker of the representation, writing, communication, statement, or
message knows or should have known isfalse or fraudulent." The false pretense could be
a representation regarding a past or existing fact or circumstance or a representation
regarding the intention to perform a future event or to have a future event performed.
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"Webpage" would mean a location that has a uniform resource locator or URL with
respect to the world wide web or another location that can be accessed on the internet.

Civil action. Another section of the bill would also prohibit a person from taking the
actions described above even without the intent to use the persona identifying
information to commit identity theft or another crime. In those cases civil actions could
be taken in response.

The attorney general or an interactive computer service provider harmed by such a
violation could bring a civil action against a person who committed the violation. A
person bringing an action could recover one of the following:

o Actual damages, including reasonabl e attorney fees.

o Inlieu of actua damages, reasonable attorney fees plus the lesser of $5,000 per
violation or $250,000 for each day that a violation occurred.

The prohibition would not apply to alaw enforcement officer engaged in the performance
of official duties or any other individual authorized to conduct lawful investigations,
while engaged in alawful investigation.

"Interactive computer service" would mean an information service or system that enables
computer access by multiple users to a computer server, including a service or system
that provides access to the internet or to software services available on a server.

Attorney general investigations. If the attorney general had reason to believe that a
person had committed one of the proposed violations, with or without intent to commit
identity theft or another crime, he or she could investigate the person's business
transactions. The attorney general could require the person to appear, at a reasonable
time and place, to give information under oath and to produce documents and evidence
necessary to determine whether the person was in compliance with the requirements.

Exemption from liability. Under the bill, an interactive computer service provider could
not be held liable under any provision of Michigan law for removing or disabling access
to an internet domain name controlled or operated by the registrar or by the provider, or
to content that resided on an internet website or other online location controlled or
operated by the provider, that the provider believed in good faith was used to engage in a
violation of the act.

The bill specifies that the act would not apply to a telecommunications provider's or
internet service provider's good faith transmission or routing of, or intermediate
temporary storing or caching of, personal identifying information.

Senate Bill 150

The bill would amend the Code of Criminal Procedure (MCL 777.14h) to increase the
maximum term of imprisonment from 5 years to 10 years for soliciting, obtaining,
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possessing, selling, or transferring persona identifying information of another or
falsifying a police report with intent to commit identity theft. The bill would also raise
the crime from a Class E felony against the public order to a Class D felony.

HOUSE COMMITTEE ACTION:

An amendment to Senate Bill 149 was adopted that eliminated a provision crediting any
damages collected by the attorney general for the costs of investigating, enforcing, and
defending the act. In addition, amendments were adopted that eliminated the minimum
term of imprisonment of one year and the minimum fine of not less than $5,000 for
violations of prohibited conduct.

BACKGROUND INFORMATION:

In "Conning the Curious’, an article about Internet "phishing” in the January-February
AARP Bulletin, the author details a spam email that flooded inboxes in the fall of 2008.
The subject line read, "We have hijacked your baby". Those who opened the email found
a demand of $50,000 for the return of their child, written in poor English, and a closing
line that baited readers. "We has attached photo of your fume [family]." According to the
article, "[t]hose who clicked on the attachment unleashed a computer virus designed to
steal the user’s passwords and gain access to online bank accounts and other personal
information.” The use of such techniques by scammers to obtain information needed to
commit identity theft is on the increase.

Senate Bill 149 would address the conduct illustrated above whereby individuals use
email or other communication under false pretenses (e.g., pretending to be from a bank or
other legitimate business), look-a-like webpages of legitimate businesses or agencies, or
technology that takes an Internet user to a look-a-like webpage instead of the real site in
order to solicit individuals to provide their persona identifying information with the sole
intent to use that information to commit identity theft or other crimes. Enactment of the
bill would increase the penalties for committing crimes currently prohibited in the
Identity Theft Protection Act and apply the new penalties to the new crime categories. In
addition, the bill would create a civil action against a person who violated the
prohibitions that would allow the attorney general, as well as Internet service providers
(ISP), to collect for damages if harmed by the criminal conduct. Further, the bill would
encourage I1SPs to assist in attempts to stop those who would engage in the prohibited
conduct by providing liability for any ISP who removed or disabled an Internet site
believed in good faith to be engaging in a violation of the act. The companion hill,
Senate Bill 150, would place the maximum term of imprisonment for the prohibited acts
within the sentencing guidelines.

FISCAL IMPACT:
Senate Bill 149 would have an indeterminate fiscal impact on the judicia branch. Any

fiscal impact would be a function of the court costs associated with prosecuting new
cases. Any penal fine revenue would go to the support of public libraries.
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POSITIONS:
The Department of State Police indicated support for the bills. (8-19-09)
Comcast indicated support for the bills. (8-19-09)
The ACLU of Michigan indicated support for the bills. (8-19-09)

AT&T indicated support for the bills. (8-19-09)

Legidative Analyst: Susan Stutzky
Fisca Anayst: Ben Gielczyk

m This analysis was prepared by nonpartisan House staff for use by House members in their deliberations, and does
not constitute an official statement of legislative intent.

Analysis available at http://www.legidature.mi.gov SB 149 & 150 as reported from House committee Page 5 of 5




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts false
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


